Cookies policy FINCI

Effective date: 09/11/2020
Last updated: 28/07/2025

This cookie policy (hereinafter — Cookies policy) describes use of cookies on FINCI UAB (hereinafter — FINCI or
we) website www.finci.com, internet bank ib.finci.com, open banking developer.finci.com, FINCI access control
server for 3-D secure authentication (3DS) acs.finci.com (hereinafter — Website) and FINCI application (hereinafter

—App).

For our use of your personal data, please read our Privacy policy.

When visiting Website and/or App for the first time, you are invited to choose which cookies you agree to be stored
on your device and used further in accordance with this Cookies policy. In case of starting to use new cookies,
other than strictly necessary, you will be invited to review the information on the cookies once again and to choose
which cookies you agree or disagree with to be used.

FINCI reserves the right, at its sole discretion, to modify this Cookies policy. You can always find the latest version
of this Cookies policy on FINCI Website/App and check it periodically for changes. If you continue to use and/or
access the Website and/or App following the posting of any changes, this automatically constitutes acceptance of
those changes. An updated version of this Cookies policy shall take effect upon its publishing on the Website/App.

What are cookies and similar technologies?

Cookies are small, often encrypted files of letters and numbers that are stored in browser directories or the hard
drive of your computer or electronic device when you visit the website or use applications. The cookies are used
to make websites and applications work more efficiently and perform certain functions, e.g., store information about
your preferences, provide statistical information to us. This helps us to give you better experience when you browse
and helps us to make our services better for you.

In this Cookies policy, we’ve explained how and why we use cookies, and what each of them do.

FINCI uses the following types of cookies:

. First-party cookies (FPC)- cookies stored directly by our Website and/or App. It allows us to perform useful
functions that help provide good user experience.

»  Third-party cookies (TPC)- cookies provided by the third parties, such as Cloudflare, Google to track
website activity such as session duration, pages per session, bounce rate etc. of individuals using the
webpage, along with the information on the source of the traffic.

»  Strictly necessary - cookies are strictly necessary to provide you with services available and to use some
of their features. Because these cookies are strictly necessary to deliver our services safely, you cannot
refuse them without impacting how our website functions. You can block or delete them by changing your
browser settings.


http://www.finci.com/
http://ib.finci.com/
http://developer.finci.com/
http://acs.finci.com/
https://finci.com/en/privacy-policy

. Functional cookies - enable Website and/or App to remember information that changes the way the
website behaves or looks, like your preferred language or the region that you are in. If you opt out of using
these cookies, then some or all these services may not function properly.

* Analytical cookies - cookies used to count visits and traffic sources, so we can measure and improve the
performance of our website. They help us know which pages are the most and least popular and see how
visitors move around the site. If you decline these cookies, your visit will not be part of our statistics.

»  Marketing cookies - used for user information collection to build a profile of visitor interests and then show
personalized ads for that specific user. It helps us to be aware of your content preferences on the website
to provide you with the most relevant information about our products and services, improve our targeting
and enhance your activities on our website. If you decline these cookies, you will experience more generic
and less personalized advertising.

Strictly necessary cookies are placed by default. For cookies used for functional, analytical and marketing
purposes, we ask for your consent. By giving your consent to the cookie banner displayed when you visit the
Website and/or App, you choose whether you allow certain categories of cookies to be used.

List of cookies we use:

Strictly necessary cookies:

The use of strictly necessary cookies on our Website and/or App is possible without your consent because of our legitimate
interest in offering a technically flawless website (Art 6 (1) (f) GDPR). For this reason, strictly necessary cookies cannot be
deactivated or activated individually. In any case, we process strictly necessary cookies at the longest for the period specified
in the overview below.

Name Domain Type Description Expiration

JSESSIONID ib.finci.com TPC New Relic uses this cookie to store a Session
session identifier so that New Relic can
monitor session counts for an application.

cl_language_code developer.fincico FPC Cookie generated by FINCI backend and 1 year
m used for storing mandatory preferences
(language) to prior web application
functioning.
_cf _bm vimeo.com TPC This cookie, set by Cloudflare, is used to 1 hour

support Cloudflare Bot Management.

cookieyes-consent FINCIl.com TPC CookieYes sets this cookie to remember 1 year
users' consent preferences so that their
preferences are respected on
subsequent visits to this site. It does not
collect or store any personal information
about the site visitors.

_GRECAPTCHA google.com TPC Google Recaptcha service sets this 6 months
cookie to identify bots to protect the
website against malicious spam attacks.

rc::a google.com TPC This cookie is set by the Google recaptcha Persistent
service to identify bots to protect the
website against malicious spam attacks.

rc::f google.com TPC This cookie is set by the Google recaptcha Persistent
service to identify bots to protect the
website against malicious spam attacks.



rc::b

cf_clearance

_cfuvid

Functional cookies:

google.com

google.com

FINCl.com

FINCl.com

TPC

TPC

TPC

FPC

This cookie is set by the Google recaptcha
service to identify bots to protect the
website against malicious spam attacks.

This cookie is set by the Google recaptcha
service to identify bots to protect the
website against malicious spam attacks.

Cloudflare sets the cookie to manage and
verify CAPTCHA challenges, ensuring
that legitimate users can access the
website while blocking malicious traffic.

Calendly sets this cookie to track users
across sessions to optimize user
experience by maintaining session
consistency and providing personalized
services.

Session

Session

1 year

Session

The legal basis for the use of functional cookies is Art. 6 (1) (a) of the GDPR - your consent. You can revoke your consent to
the use of functional cookies at any time with effect for the future. The link to the cookie settings can be found on the bottom

of the page.
Name

lide

li_gc

yt-remote-device-id

yt-remote-connected-

devices

ytidb::LAST RESULT _
ENTRY_KEY

yt-remote-session-
name

yt-remote-fast-check-
period

yt-remote-session-app

yt-remote-cast-
available

Domain

linkedin.com

linkedin.com

youtube.com

youtube.com

youtube.com

youtube.com

youtube.com

youtube.com

youtube.com

Type
TPC

TPC

TPC

TPC

TPC

TPC

TPC

TPC

TPC

Description

This cookie is set by LinkedIn and is used
to facilitate data center selection.

This cookie is used by LinkedIn to store
consent of guests regarding the use of
cookies for non-essential purposes.

YouTube sets this cookie to store the
user's  video  preferences using
embedded YouTube videos.

YouTube sets this cookie to store the
user's video preferences using
embedded YouTube videos.

The cookie

ytidb::LAST_RESULT_ENTRY_KEY is
used by YouTube to store the last search
result entry that was clicked by the user.
This information is used to improve the
user experience by providing more
relevant search results in the future

The yt-remote-session-name cookie is
used by YouTube to store the user's video
player preferences using embedded
YouTube video.

The yt-remote-fast-check-period cookie is
used by YouTube to store the user's video
player preferences for embedded
YouTube videos.

The yt-remote-session-app cookie is used
by YouTube to store user preferences and
information about the interface of the
embedded YouTube video player

The yt-remote-cast-available cookie is
used to store the user's preferences

Expiration

24 hours

6 months

Persistent

Persistent

Persistent

Session

Session

Session

Session



regarding whether casting is available on
their YouTube video player.

yt-remote-cast-installed  youtube.com TPC The yt-remote-cast-installed cookie is Session
used to store the user's video player
preferences using embedded YouTube
video.

Analytical cookies:

The legal basis for the use of analytical cookies is Art. 6 (1) (a) of the GDPR - your consent. You can revoke your consent to
the use of analytical cookies at any time with effect for the future. The link to the cookie settings can be found on the bottom
of the page.

The services required for these analytical purposes may transfer data about your use of this website outside the EU/EEA, i.e.
to a third country. Other third countries may not have the same data protection laws as the European Union/European Economic
Area so your data may not be subject to the same protection. However, in such cases, we will make sure that any transfer of
your data to countries outside the European Union/European Economic Area is subject to appropriate safeguards set out in
data protection laws (e.g. data can be transmitted based on Data privacy framework or signed EU Standard Contractual
Clauses).

Name Domain Type Description Expiration

_gcl_au google.com TPC Google Tag Manager sets the cookie to 90 days
experiment advertisement efficiency of
websites using their services.

_ga google.com TPC Google Analytics sets this cookie to 1 year1
calculate visitor, session and campaign month 4
data and track site usage for the site's days
analytics report. The cookie stores
information anonymously and assigns a
randomly generated number to recognise
unique visitors.

_ga_*” google.com TPC Google Analytics sets this cookie to store 1 year 1
and count page views. month 4
days

Marketing cookies:

The legal basis for the use of marketing cookies is Art. 6 (1) (a) of the GDPR — your consent. You can revoke your consent to
the use of marketing cookies at any time with effect for the future. The link to the cookie settings can be found on the bottom
of the page.

The services required for these marketing purposes may transfer data about your use of this website outside the EU/EEA, i.e.
to a third country. Other third countries may not have the same data protection laws as the European Union/European Economic
Area so your data may not be subject to the same protection. However, in such cases, we will make sure that any transfer of
your data to countries outside the European Union/European Economic Area is subject to appropriate safeguards set out in
data protection laws (e.g. data can be transmitted based on Data privacy framework or signed EU Standard Contractual
Clauses).

Name Domain Type Description Expiration
VISITOR_INFO1_LIV youtube.com TPC YouTube sets this cookie to measure 6 months
E bandwidth, determining whether the user

gets the new or old player interface.

VISITOR_PRIVACY_ youtube.com TPC YouTube sets this cookie to store the 6 months
METADATA user's cookie consent state for the
current domain.
YSC youtube.com TPC Youtube sets this cookie to track the Session
views of embedded videos on Youtube
pages.
Yt.innertube::requests  youtube.com TPC YouTube sets this cookie to register a Persistent

unique ID to store data on what videos
from YouTube the user has seen.



yt.innertube::nextld youtube.com

test_cookie doubleclick.net
bcookie linkedin.com
__Secure- FINCI.com
ROLLOUT_TOKEN

IDE doubleclick.net

Managing or deleting the cookies

TPC

TPC

TPC

TPC

TPC

YouTube sets this cookie to register a
unique ID to store data on what videos
from YouTube the user has seen.

doubleclick.net sets this cookie to
determine if the user's browser supports
cookies.

LinkedIn sets this cookie from LinkedIn
share buttons and ad tags to recognize
browser IDs.

Registers a unique ID to keep statistics of
what videos from YouTube the user has
seen.

Google DoubleClick IDE cookies store
information about how the user uses the
website to present them with relevant ads
according to the user profile.

Persistent

15 minutes

1 year

180 days

1 year 24
days

Cookies are stored in your web browser’s (e.g. Microsoft Edge, Chrome, Firefox, Opera) file storage folder on the
visiting end-user’s device. At any time, you are entitled to revoke your choice and change the cookies settings. You
can manage your cookies preferences by clicking on "Cookie settings". Please note that you may not be able to
take advantage of all features or functionality of our website or applications if you delete or refuse cookies.

Please click on the following links to adjust your browser settings:

Google Chrome

https://support.google.com/chrome/answer/95647

Safari

https://support.apple.com/quide/safari/manage-cookies-and-website-data-

sfri11471/mac

Microsoft Edge

https://support.microsoft.com/en-us/microsoft-edge/view-cookies-in-microsoft-

edge-a7d95376-f2cd-8e4a-25dc-1de753474879

Mozilla Firefox

https://support.mozilla.org/en-US/kb/cookies-information-websites-store-on-

your-computer

Samsung

https://www.samsung.com/uk/support/mobile-devices/what-are-cookies-and-

Internet

how-do-i-enable-or-disable-them-on-my-samsung-galaxy-device/

Opera

https://help.opera.com/en/latest/web-preferences/#cookies



https://support.google.com/chrome/answer/95647
https://support.apple.com/guide/safari/manage-cookies-and-website-data-sfri11471/mac
https://support.apple.com/guide/safari/manage-cookies-and-website-data-sfri11471/mac
https://support.microsoft.com/en-us/microsoft-edge/view-cookies-in-microsoft-edge-a7d95376-f2cd-8e4a-25dc-1de753474879
https://support.microsoft.com/en-us/microsoft-edge/view-cookies-in-microsoft-edge-a7d95376-f2cd-8e4a-25dc-1de753474879
https://support.mozilla.org/en-US/kb/cookies-information-websites-store-on-your-computer
https://support.mozilla.org/en-US/kb/cookies-information-websites-store-on-your-computer
https://www.samsung.com/uk/support/mobile-devices/what-are-cookies-and-how-do-i-enable-or-disable-them-on-my-samsung-galaxy-device/
https://www.samsung.com/uk/support/mobile-devices/what-are-cookies-and-how-do-i-enable-or-disable-them-on-my-samsung-galaxy-device/
https://help.opera.com/en/latest/web-preferences/#cookies

For more information on managing cookies, please visit www.youronlinechoices.eu which has further information
about behavioral advertising and online privacy.

More information about cookies: www.allaboutcookies.org

If you have any questions about the processing of your data, any requests, or if you would like to give us feedback,
please contact:

Finci UAB, registration number: 304934066, registered office: Spaudos street 6-1, LT-05132, Vilnius, Republic of
Lithuania, phone: +370 691 106 93, e-mail address: talk@finci.com.

Data protection officer: dpo@finci.com


http://www.youronlinechoices.eu/
http://www.allaboutcookies.org/
mailto:info@finci.com
mailto:dpo@finci.com

